
REQUEST-911-METHOD-ENFORCEMENT REQUEST-913-SCANNER-DETECTION REQUEST-920-PROTOCOL-ENFORCEMENT
REQUEST-921-PROTOCOL-ATTACK REQUEST-930-APPLICATION-ATTACK-LFI REQUEST-931-APPLICATION-ATTACK-RFI REQUEST-932-APPLICATION-ATTACK-RCE REQUEST-933-APPLICATION-ATTACK-PHP REQUEST-934-APPLICATION-ATTACK-NODEJS REQUEST-941-APPLICATION-ATTACK-XSS REQUEST-942-APPLICATION-ATTACK-SQLI REQUEST-943-APPLICATION-ATTACK-SESSION-FIXATION REQUEST-944-APPLICATION-ATTACK-JAVA REQUEST-949-BLOCKING-EVALUATION

RESPONSE-950-DATA-LEAKAGES RESPONSE-951-DATA-LEAKAGES-SQL RESPONSE-952-DATA-LEAKAGES-JAVA RESPONSE-953-DATA-LEAKAGES-PHP RESPONSE-954-DATA-LEAKAGES-IIS
RESPONSE-959-BLOCKING-EVALUATION RESPONSE-980-CORRELATION

Paranoia Levels

1

2

3

4

911100
HTTP request method

not allowed
Phase 2

913100
User-Agent associated

with known security
scanner
Phase 2

913101
User-Agent associated

with scripting or
generic HTTP client

Phase 2

913102
User-Agent associated
with known web crawler

or bot
Phase 2

913110
Request header associated

with known security
scanner
Phase 2

913120
Filename or argument
associated with known

security scanner
Phase 2

920100
Invalid HTTP request

line
Phase 2

920120
Attempted multipart/form-data

bypass
Phase 2

920121
Attempted multipart/form-data

bypass (more restrictive)
Phase 2

920160
Content-Length header

is not numeric
Phase 1

920170
GET or HEAD request

with body content
Phase 2

920171
GET or HEAD request
with Transfer-Encoding

Phase 2

920200
Too many range fields
(more than 5; excludes

PDF files)
Phase 2

920180
POST request without

Content-Length or
Transfer-Encoding

header
Phase 2

920490
x-up-devcap-post-charset

header vulnerability
Phase 1

920181
Content-Length and
Transfer-Encoding

headers both present
Phase 2

920460
Abnormal character
escapes in request

Phase 2

920190
Invalid last byte

value in Range/Request-Range
header

Phase 2

920510
Invalid Cache-Control

header
Phase 1

920210
Conflicting Connection

header data
Phase 2

920230
Multiple levels of

URL encoding detected
Phase 2

920220
URL encoding abuse

in the request URI
Phase 2

920240
URL encoding abuse
in the request body

Phase 2

920250
UTF-8 encoding abuse

Phase 2

920260
Unicode full/half

width abuse
Phase 2

920270
Character restriction

(full ASCII sans
null character)

Phase 2

920271
Character restriction

(visible ASCII, tab,
newline)
Phase 2

920280
Request missing a

Host header
Phase 2

920272
Character restriction
(visible lower ASCII

sans percent)
Phase 2

920290
Empty Host header

Phase 2

920310
Empty Accept header

Phase 2

920311
Empty Accept header

Phase 2

920330
Empty User-Agent

header
Phase 2

920340
Request containing

content missing Content-Type
header

Phase 2

920341
Request containing

content missing Content-Type
header

Phase 2

920350
Host header is an

IP address
Phase 2

920380
Too many arguments

in request
Phase 2

920360
Argument name too

long
Phase 2

920370
Argument value too

long
Phase 2

920390
Combined size of
all arguments too

large
Phase 2

920400
Uploaded file size

too large
Phase 2

920410
Combined size of
all uploaded files

too large
Phase 2

920470
Illegal Content-Type

header
Phase 1

920420
Content-Type not

allowed
Phase 2

920480
Content-Type charset

not allowed
Phase 1

920430
HTTP protocol version

not allowed
Phase 1

920440
Requested file extension

not allowed
Phase 2

920500
Attempt to access

a backup or 'working'
file

Phase 2

920450
Restricted HTTP request

header
Phase 2

920273
Character restriction

(very strict subset
of ASCII characters)

Phase 2

920274
Character restriction

(very strict subset
of ASCII characters)

Phase 2

920275
Character restriction

(very strict subset
of ASCII characters)

Phase 2

920201
Too many range fields
for PDF request (more

than 62)
Phase 2

920202
Too many range fields
for PDF request (more

than 5)
Phase 2

920300
Request missing an

Accept header
Phase 2

920320
Request missing a
User-Agent header

Phase 2

921110
HTTP request smuggling

attack
Phase 2

921120
HTTP response splitting

attack
Phase 2

921130
HTTP response splitting

attack
Phase 2

921140
HTTP header injection

attack via headers
Phase 2

921150
HTTP header injection

attack via payload
Phase 2

921151
HTTP header injection

attack via payload
(GET arguments)

Phase 2

921160
HTTP header injection

attack via payload
Phase 1

921190
HTTP splitting

Phase 1

921200
LDAP injection attack

Phase 2

921170
Non-blocking helper

function
Phase 2

921180
HTTP parameter pollution

Phase 2

930100
Path traversal attack

(encoded)
Phase 2

930110
Path traversal attack

(decoded)
Phase 2

930120
Attempt to access

an OS file
Phase 2

930130
Attempt to access

a restricted file
Phase 2

931100
URL parameter using

IP address
Phase 2

931110
Common RFI vulnerable
parameter name used

with URL payload
Phase 2

931120
URL payload used

with trailing question
mark

Phase 2

931130
Off-domain reference/link

Phase 2

932100
Unix command injection

Phase 2

932105
Unix command injection

(continuation)
Phase 2

932106
Unix command injection

(higher risk of false
positives)
Phase 2

932110
Windows command injection

Phase 2

932115
Windows command injection

(continuation)
Phase 2

932120
Windows PowerShell

command found
Phase 2

932130
Unix shell expression

found
Phase 2

932140
Windows FOR/IF command

found
Phase 2

932200
Remote command execution

bypass attempt detected
Phase 2

932150
Direct Unix command

execution
Phase 2

932160
Unix shell code found

Phase 2

932190
Remote command execution

wildcard bypass attempt
detected
Phase 2

932170
Shellshock exploitation

detected
Phase 2

932171
Shellshock exploitation

detected
Phase 2

932180
Attempt to upload

a restricted file
Phase 2

933100
PHP open tag found

Phase 2

933110
PHP script file upload

found
Phase 2

933111
PHP script file upload

with superfluous
extension found

Phase 2

933120
PHP configuration

directive found
Phase 2

933130
PHP variable found

Phase 2

933131
PHP variable found
(higher risk of false

positives)
Phase 2

933140
PHP I/O stream found

Phase 2

933150
High risk PHP function

name found
Phase 2

933200
PHP wrapper scheme

detected
Phase 2

933210
PHP variable function

call found
Phase 2

933151
Medium risk PHP function

name found
Phase 2

933160
High risk PHP function

call found
Phase 2

933161
Low value PHP function

call found (false
positives likely)

Phase 2

933170
Serialised PHP object

injection
Phase 2

933180
PHP variable function

call found
Phase 2

933190
PHP closing tag found

Phase 2

934100
Node.js injection

attack
Phase 2

941100
XSS attack detected

by libinjection
Phase 2

941101
XSS attack detected

in Referer header
by libinjection

Phase 2

941110
XSS filter - category
1: script tag attack

vector
Phase 2

941150
XSS filter - category
5: disallowed HTML

attributes
Phase 2

941120
XSS filter - category

2: event handler
attack vector

Phase 2

941130
XSS filter - category
3: attribute attack

vector
Phase 2

941140
XSS filter - category

4: JavaScript URI
attack vector

Phase 2

941160
NoScript XSS InjectionChecker:

HTML injection found
Phase 2

941170
NoScript XSS InjectionChecker:

attribute injection
found

Phase 2

941180
validator.js blocked

keywords
Phase 2

941190
IE XSS filter: attack

detected
Phase 2

941200
IE XSS filter: attack

detected
Phase 2

941210
IE XSS filter: attack

detected
Phase 2

941220
IE XSS filter: attack

detected
Phase 2

941230
IE XSS filter: attack

detected
Phase 2

941240
IE XSS filter: attack

detected
Phase 2

941250
IE XSS filter: attack

detected
Phase 2

941260
IE XSS filter: attack

detected
Phase 2

941270
IE XSS filter: attack

detected
Phase 2

941280
IE XSS filter: attack

detected
Phase 2

941290
IE XSS filter: attack

detected
Phase 2

941300
IE XSS filter: attack

detected
Phase 2

941310
Malformed US-ASCII
encoding XSS filter:

attack detected
Phase 2

941350
UTF-7 encoding IE
XSS filter: attack

detected
Phase 2

941360
JSFuck/Hieroglyphy

obfuscation detected
Phase 2

941370
JavaScript global

variable found
Phase 2

941320
Possible HTML tag
handler XSS attack

detected
Phase 2

941330
IE XSS filter: attack

detected
Phase 2

941340
IE XSS filter: attack

detected
Phase 2

941380
AngularJS client

side template injection
detected
Phase 2

942100
SQL injection attack

detected by libinjection
Phase 2

942101
SQL injection attack

detected by libinjection
(URL path)

Phase 2

942140
Common database name

detected
Phase 2

942160
Blind SQL injection
test using sleep()

or benchmark() detected
Phase 2

942170
SQL injection attempt

using sleep() or
benchmark() detected

Phase 2

942190
MSSQL code execution

detected
Phase 2

942220
Integer overflow
attack detected

Phase 2

942230
Conditional SQL injection

attempt detected
Phase 2

942240
MySQL character set
switch or MSSQL DoS

attempt detected
Phase 2

942270
Common SQL injection
attack string detected

Phase 2

942250
MERGE AGAINST, MERGE,
or EXECUTE IMMEDIATE

injection detected
Phase 2

942251
SQL HAVING injection

detected
Phase 2

942280
PostgreSQL injection

attempt detected
Phase 2

942290
MongoDB SQL injection

attempt detected
Phase 2

942320
MySQL or PostgreSQL

injection attempt
detected
Phase 2

942350
MySQL injection attempt

detected
Phase 2

942500
MySQL inline comment

detected
Phase 2

942360
SQL injection or

SQL LFI attempt detected
Phase 2

942361
SQL injection attempt

using keyword alter
or union detected

Phase 2

942430
Too many restricted
SQL chars detected

(12+, GET/POST params)
Phase 2

942110
Common SQL injection

testing detected
Phase 2

942120
SQL operator detected

Phase 2

942130
SQL tautology detected

Phase 2

942150
SQL function name

detected
Phase 2

942180
SQL authentication

bypass attempt detected
Phase 2

942200
MySQL obfuscated
injection detected

Phase 2

942210
Chained SQL injection

attempt detected
Phase 2

942260
SQL authentication

bypass attempt detected
Phase 2

942300
MySQL comment, condition,

or character injection
detected
Phase 2

942310
Chained SQL injection

attempt detected
Phase 2

942330
SQL injection probing

detected
Phase 2

942370
SQL injection probing

detected
Phase 2

942490
SQL injection probing

detected
Phase 2

942340
SQL authentication

bypass attempt detected
Phase 2

942460
Too many consecutive
non-word characters

detected (4+)
Phase 2

942380
SQL injection attempt

detected
Phase 2

942390
SQL injection attempt

detected
Phase 2

942400
SQL injection attempt

detected
Phase 2

942410
SQL injection attempt

detected
Phase 2

942470
SQL injection attempt

detected
Phase 2

942480
SQL injection attempt

detected
Phase 2

942510
Bypass attempt using

backticks detected
Phase 2

942431
Too many restricted
SQL chars detected

(6+, GET/POST params)
Phase 2

942440
SQL comment sequence

detected
Phase 2

942432
Too many restricted
SQL chars detected

(2+, GET/POST params)
Phase 2

942450
SQL hex encoding

detected
Phase 2

942511
Bypass attempt using

ticks detected
Phase 2

942420
Too many restricted
SQL chars detected

(8+, in cookies)
Phase 2

942421
Too many restricted
SQL chars detected

(3+, in cookies)
Phase 2

943100
Attempt to set cookie

values in HTML
Phase 2

943110
SessionID parameter

found alonside off-domain
Referer header

Phase 2

943120
SessionID parameter
found with no Referer

header
Phase 2

944100
Suspicious Java class

detected
Phase 2

944110
Java process spawn
attempt detected

Phase 2

944120
Java serialisation

exploit attempt detected
Phase 2

944130
Suspicious Java class

detected
Phase 2

944200
Magic bytes detected:

Java serialisation
exploit

Phase 2

944210
Encoded magic bytes

detected: Java serialisation
exploit

Phase 2

944240
Java serialisation

exploit attempt detected
Phase 2

944250
Suspicious Java method

detected
Phase 2

944300
Base64 encoded string

matching suspicious
keyword
Phase 2

949060
Add paranoia level
1 anomaly score to
total anomaly score

Phase 2

949061
Add paranoia level
2 anomaly score to
total anomaly score

Phase 2

949062
Add paranoia level
3 anomaly score to
total anomaly score

Phase 2

949063
Add paranoia level
4 anomaly score to
total anomaly score

Phase 2

949100
IP reputation block

enforcement
Phase 2

949110
Inbound anomaly score
exceeded: deny request

Phase 2

950130
Directory listing

Phase 4

950140
CGI source code leakage

Phase 4

950100
5xx server error

status code returned
by the application

Phase 4

951100
Non-blocking helper

function
Phase 4

951110
Microsoft Access

SQL information leakage
Phase 4

951120
Oracle SQL information

leakage
Phase 4

951130
DB2 SQL information

leakage
Phase 4

951140
EMC SQL information

leakage
Phase 4

951150
Firebird SQL information

leakage
Phase 4

951160
Frontbase SQL information

leakage
Phase 4

951170
HSQLDB SQL information

leakage
Phase 4

951180
IBM Informix SQL

information leakage
Phase 4

951190
Ingres SQL information

leakage
Phase 4

951200
InterBase SQL information

leakage
Phase 4

951210
MaxDB SQL information

leakage
Phase 4

951220
MSSQL information

leakage
Phase 4

951230
MySQL information

leakage
Phase 4

951240
PostgreSQL information

leakage
Phase 4

951250
SQLite SQL information

leakage
Phase 4

951260
Sybase SQL information

leakage
Phase 4

952100
Java source code

leakage
Phase 4

952110
Java errors

Phase 4

953100
PHP information leakage

Phase 4

953110
PHP source code leakage

Phase 4

953120
PHP source code leakage

(PHP open tag found)
Phase 4

954100
Disclosure of IIS
install location

Phase 4

954110
Application availability

error
Phase 4

954120
IIS information leakage

Phase 4

954130
IIS information leakage

Phase 4

959060
Add paranoia level
1 outbound score
to total outbound

score
Phase 4

959061
Add paranoia level
2 outbound score
to total outbound

score
Phase 4

959062
Add paranoia level
3 outbound score
to total outbound

score
Phase 4

959063
Add paranoia level
4 outbound score
to total outbound

score
Phase 4

959100
Outbound anomaly

score exceeded: deny
request
Phase 4

980100
Correlated successful

attack identified
Phase 5

980110
Correlated attack
attempt identified

Phase 5

980115
Calculate total sum

of all triggered
inbound rules

Phase 5

980120
Score report for
request if below

inbound threshold
Phase 5

980130
Score report for

request if met/exceeded
inbound threshold

Phase 5

980140
Score report for

request if met/exceeded
outbound threshold

Phase 5

980145
Calculate total sum

of all triggered
outbound rules

Phase 5

980150
Score report for
request if below

outbound threshold
Phase 5
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